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Purpose of the document
This document maps the present state and significance 
of the Finnish cyber security sector based on interviews 
and collected background data. The consequently es-
tablished overall picture is the starting point for the ac-
tions proposed in the document to develop the cyber 
security sector. The aim is to provide a foundation for 
the operation of a cyber security ecosystem in the con-
text of the Allied ICT Finland alliance and to crystallize 
the vision, needs and development guidelines of the 
cyber security sector to be presented to national deci-
sion-makers.

Allied ICT Finland: Background
Allied ICT Finland (AIF) is the largest Nordic research, 
development and innovation (RDI) alliance in the ICT se-
ctor. AIF is a national-level cluster that links Finnish ICT 
research expertise to business. 
 
AIF partnerships
• 18 universities, other higher education institutes 

and research organisations
• 9 ICT cities represented through business develop-

ment companies
• 1200+ ICT enterprises 
• 13 national-level ecosystems

AIF activities
• Bringing together special expertise 
• Strategic initiatives and investments
• National spearhead projects
• Participants’ shared RDI infrastructures
• International business partnerships
• EU and international research cooperation
• Financial services and research-to-business coach-

ing

Aiming at impact 
The cluster of higher education institutions, research 
institutes, business development companies and cities 
within the AIF network aims at combining regional and 
field-specific areas of expertise, resources and needs. 

Business cooperation as a resource for 
Finland
The companies in the network implement international 
product and service solutions for the needs of various 
sectors

Team agility and platform economy models
AIF utilizes the latest action models, existing research 
and the capacity of HEIs and research institutes in a co-
ordinated way. 
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The digitalisation trend reshapes today’s labour 
market substantially. As companies update 

their change management and workforce strate-
gies, they have a genuine opportunity to utilise 
the latest technologies. Many job roles will be up-
dated, or will be superseded entirely. The deve-
lopment of competence will be the key to success 
also in the future.

Allied ICT Finland, the partner network of Finnish 
education and research institutes, cities and com-
panies, has analysed the potential of the ICT in-
dustry and the digitalisation trend in Finland mo-
ving into the 2030s. It has studied the role and the 
combined impact of key ICT sectors from the pers-
pective of the industry’s internal development and 
competitive ability, and from the point of view of 
the development of individual fields of application. 
The results of the study highlight the importance 

of joint development and synergy in four principal 
areas of focus and spheres of application:
1.  Wireless technologies and communication 

networks
2. Software development
3. Cybersecurity
4. Artificial intelligence

These sectors need to be developed in collaborati-
on, seeking to produce new added value in various 
spheres of application, such as the development 
of health technologies and solutions for personali-
sed care needs, the development of the competiti-
ve ability of production facilities, the development 
of digital services for cities and other organisa-
tions, and the monitoring and impact assessment 
of atmospheric changes in climate work.
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Fast (near-instantaneous), secure and reliable wi-
reless communications networks and the digital 
information relayed through them open nume-
rous opportunities for new services and innova-
tions. Together with software, artificial intelligen-
ce and cybersecurity, wireless communications 
forms a shared platform for digitalisation. Finland 
already holds a strong position in 5G research and 
commercialisation: key drivers include substantial 
4G and 5G radio technology expertise and busi-
ness competence, a flagship company (Nokia) with 
an extensive partner network, and the availability 
of test environments and networks for the deve-
lopment of new wireless technologies and app-
lications. Within the next 2–3 years, Finland has 
potential to become an important actor in busi-
ness models that employ 5G solutions. Within the 
next 3–5 years, a strong position can be achieved 
in Beyond 5G technologies and research of smart 
networks and 6G. Within the next 10 years, the 
commercialisation of 6G and smart networks offer 
considerable opportunities for Finland.

In a digitalised world, all business is software bu-
siness. Platform economies are entirely depen-
dent on software. All new business initiatives need 
new software, and in digital business all business 
changes are implemented through software. Six of 
the world’s biggest businesses are software com-
panies. Even the traditional industry is becoming 
more and more driven by software. 80% of new 
innovations in the car industry, for example, are 
implemented through software. Software develop-
ment and production form an important industry 
that provides employment for more than 100,000 
people in Finland. Software could also become a 
very important export product – potentially to up 
to 20–30% of Finland’s exports. As the industry 
grows faster than the overall economy, important 
changes may occur within one decade.

1 2
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Artificial intelligence is considered one of the key 
technologies of the century and a major change 
driver that is expected to improve the producti-
vity and the competitive strength of companies 
and nations. In the development of new ways of 
improving productivity and refining the results 
of information access, the role of computational 
analysis, data mining and cloud-based smart ser-
vices become more important. Analytics company 
Gartner has estimated the value of the artificial in-
telligence market to be 3.9 billion dollars in 2022, 
and for example Accenture has estimated Finland 
to be one of the major winners in the sphere of 
artificial intelligence applications, expected to po-
tentially gain up to up 2.0% in annual cumulative 
growth of the national product. Advantages of 
artificial intelligence to the national product are 
achieved by applying it extensively to the develop-
ment of new business and the restructuring of the 
public sector. Existing artificial intelligence applica-
tions include natural language processing, pattern 
recognition, expert systems, robotics and enter-
tainment applications. All current and emerging 
innovations depend on constant development 
and renewal of expertise.

In an increasingly technical world, cybersecurity is 
a key part of overall safety and security. Financial 
losses caused by cybercrime alone are estimated 
to increase to 3,000 billion dollars worldwide by 
2020. Both the public and the commercial sector 
need to invest more into the prevention of cyber 
risks. According to Forbes, the value of cybersecu-
rity products and services was more than 114 bil-
lion dollars in 2018 – up 12.4% from the previous 
year. This year the value of the cybersecurity mar-
ket will be 124 billion dollars, and it is expected to 
increase to up to 170 billion dollars in 2020. The 
cybersecurity industry currently employs appro-
ximately 6,000 employees in Finland, and has a 
turnover of approximately one billion euros. The 
industry is expected to see rapid growth in the co-
ming years.

3 4
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Government platform

Analysing the operational environment and the 
strategic choices of businesses from the perspe-
ctive of the new government platform is very im-
portant. The new government platform will have 
considerable impact on Finland’s competitive ad-
vantage, the growth of the national economy and, 
consequently, the employment and the well-being 
of Finnish people. A crucial factor here is the main-
tenance and development of active and innovati-
ve research and development initiatives. Creating 
high-added-value jobs and attracting investments 
into the development of high technology play an 
important role for Finland’s future.

In long-term projects, the prediction of technolo-
gical developments and the ability to plan projects 
for the technological environments of the future 
become very important. As the speed of technolo-
gical development increases constantly, planning 
processes have to be dynamic and need to adapt 
to constant change. This is especially important 
in social and health care projects, in the develop-

ment of public digital services and in traffic and 
infrastructure projects that have long physical 
construction times, such as railway projects.

Allied ICT Finland (AIF) offers its entire research, 
development and innovation potential to the sup-
port and development Finland’s competitive ad-
vantage and economic growth. The AIF partners 
offer world-class expertise and information based 
on scientific research. AIF considers close and di-
rect connections between researchers and deci-
sion makers of great importance. Because of the 
accelerating pace of technological development, 
activating the dialogue on the future outlook of re-
search and development initiatives, opportunities 
and financing needs is now called for. Members 
of the AIF hope that these factors are taken into 
account when negotiating the new government 
platform, and that appropriate policies and imple-
mentation plans are put to place to ensure the 
future of Finnish expertise, positive development 
of the employment situation and competitive ad-
vantage.



1

Introduction - 
significance, scope
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 1.1 Significance

The Security Strategy for Society (2017) states 
that “the preparedness of Finnish society is 

based on the comprehensive concept of securi-
ty, which means that vital functions of society are 
safeguarded through cooperation between the 
authorities, business operators, organisations and 
citizens. The fact that the comprehensive securi-
ty model applied in Finland covers all levels and 
actors of society is its strength. With changing 
threat dynamics, there will be more emphasis on 
broad-based cooperation in the risk analysis and 
priority will be given to situation-specific soluti-
ons. The focus will be on the readiness to adapt to 
unexpected changes and to prepare for different 
types of hybrid influencing and cyber threats affe-
cting society and to strengthen the capacity to deal 
with those threats.” 1

Cyber security is an integral part of comprehen-
sive security in society, and the approach of Fin-
land’s Cyber Security Strategy (2013) complies with 
the principles and practices defined in the Securi-
ty Strategy for Society. “Cyber security means the 
desired end state in which the cyber domain is 
reliable and in which its functioning is ensured.”   
In order for Finland to become one of the leading 

1  Valtioneuvosto (2017). Yhteiskunnan turvallisuusstrategia, YTS, Valtioneuvoston periaatepäätös.

2  Valtioneuvosto (2013). Suomen kyberturvallisuusstrategia. Valtioneuvoston periaatepäätös.

3  Turvallisuuskomitea (2017). Suomen kyberturvallisuusstrategian toimeenpano-ohjelma 2017–2020.

countries in cyber security, strong investements 
should be focused towards research, education, 
employment and product development within 
cyber activity environment.2

The new Implementation Programme for Finland’s 
Cyber Security Strategy for 2017–2020 (2017) sta-
tes that the majority of digital services in society, 
as well as their cyber security, are provided by the 
business community through national and inter-
national service complexes and networks. The 
cyber competence of citizens, the business com-
munity and the public sector will contribute to di-
gitalization.3

According to the Information Security Strategy for 
Finland (2016), a strong grip on developing infor-
mation security expertise and market develop-
ment will improve our opportunities to influence 
our role and position in the rapidly changing wor-
ld order. Safeguarding this digital independence 
is crucial for Finland’s efforts to enter internatio-
nal markets and act as a bridge-builder for a safe 
and reliable cyber environment. The vision of the 
national information security strategy is that the 
world’s most trusted digital business comes from 
Finland. 
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The goals of the strategy are: 

1. Finland will have legislation that is competitive 
and progressive from the perspective of digital 
business 

2. The EU’s internal market will operate more re-
liably than has been the case so far 

3. Finnish companies will benefit from internatio-
nal standards as well as digital products and 
commodities with inbuilt information security 

4. Information security and the related experti-
se will be investigated, measured, followed-up 
and developed

5. The authorities will help communities and ci-
tizens in improving information security. 4 

National cyber security relies on the organization 
of information security throughout society, in ot-
her words, cyber security requires sufficient, fun-
ctional security solutions for information systems 
and networks, implemented by all the parties 
operating in the cyber environment. The provi-
sion of cyber security is based on an efficient and 
wide-ranging system of data acquisition, analysis 
and collection as well as on common and shared 
situation awareness and national and internatio-
nal cooperation in preparedness. In the strategic 
management of cyber security, it is essential to 
identify and set goals based on the digital environ-

4  Liikenne- ja viestintäministeriö (2016). Suomen tietoturvastrategia.

5    Lehto M.,  ym. Kyberturvallisuuden strateginen  johtaminen Suomessa. Valtioneuvoston selvitys-  ja tutkimustoiminnan julkaisusarja  28/2018 

6    Lehto M.,  Limnéll J., Kybersodankäynnin kehityksestä ja tulevaisuudesta,  in M. Silvasti  (Edith) Tiede-  ja Ase, s. 179–212,  2017 

ment and its estimated development.  National 
strategic management of cyber security refers to 
the long-term execution of Finland’s Cyber Securi-
ty Strategy and Finnish cyber security. The strate-
gic management of cyber security implies identi-
fying and setting goals based on the protection of 
the digital operating environment. Furthermore, 
it implies coordinating the actions and prepared-
ness as well as managing extensive disruptions. 5

Cyberattacks are increasingly targeted at the vital 
functions of society, which must be safeguarded 
under all circumstances. Finland as an informa-
tion society depends on the functioning of infor-
mation networks and systems. Therefore, attacks 
in the cyber environment of critical infrastructure 
can be used for political and economic leverage 
and, along with traditional military means of force, 
as an influence tool in a serious crisis.6   In addi-
tion, Finland is a sparsely populated country with 
long distances between the population centers. In 
emergency conditions, we are extremely depen-
dent on reliable and safe data connections.

The operation of a modern society relies on the 
cooperation of several parts of critical national 
infrastructure. Their mutual functioning depends 
increasingly on the cyber security and reliability of 
electrical systems and data transfer networks as 
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well as on the reliability and data integrity of other 
administrative and citizens’ services. The critical 
infrastructure constitutes an operating environ-
ment whose cyber security risks are continuously 
shaped by the threats of the digital world. The ra-
pid progress of global digitalization has meant that 
the operation of the modern society is completely 
tied to a dynamic cyber environment. 7

The structures of critical infrastructures are inc-
reasingly complex and interdependent, which is 
why problems in one system have multiple effects 
on various other systems. In addition to maintai-
ning the infrastructures, attention should be paid 
to preparedness for protecting them and to mini-
mizing new vulnerabilities and increasing resilien-
ce when making structural changes.8

For example, the EU has recognized the necessity of 
cyber security in the health care sector. In Novem-
ber 2018, the European Union Agency for Network 
and Information Security ENISA organized a confe-
rence (eHealth Security Conference) which conclu-
ded that the health care sector is especially liable 
to cyber security incidents and that cyber security 
is everyone’s shared responsibility: all stakehol-
ders must cooperate to improve patient security.9  
 

7  Lehto M., ym. Kyberturvallisuuden strateginen johtaminen Suomessa. Valtioneuvoston selvitys- ja tutkimustoiminnan julkaisusarja 28/2018

8  Ibid.

9  https://www.enisa.europa.eu/news/enisa-news/cybersecurity-2013-the-right-medicine-for-the-ehealth-sector

10  Euroopan parlamentin ja neuvoston direktiivi (EU) 2016/1148.

In addition to national cyber security strategies 
and their implementation programs, a network 
and information systems directive (NIS Directive) 
has been issued at the EU level for the member 
states.10 The NIS Directive increases cooperation 
between the EU member states in the crucial se-
ctor of cyber security. It calls for action within the 
private sector as well. The directive sets securi-
ty-related obligations for the providers of vital ser-
vices in society, including such critical industries as 
energy, traffic, health and finances, and for such 
digital service providers as e-marketplaces, search 
engines and cloud services. The directive includes 
a section based on which security and notification 
requirements are introduced for the aforementio-
ned actors. 

1.2 Future outlooks

Rapid technological development is the result of 
a “spiral” caused by digitalization, in which, for 
example, different production processes beco-
me automatic and digital. The development has 
been given the name Industry 4.0. It is based on 
cyber-physical systems (CPS) and the internet of 
things (IoT). A cyber-physical system is a system 
in which software connected through the network 
control physical devices. Cyber-physical systems 
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are software platforms that monitor, guide and 
protect physical operating processes.11

 
The development of Industry 4.0 is changing the 
operation of the manufacturing industry in parti-
cular. According to a survey by Pricewaterhouse-
Coopers (PwC), companies in the manufacturing 
industry intend to invest about 5% of their annual 
revenue in digitalization. Over 80% of companies 
believe that data analytics will significantly influen-
ce decision-making and operational activities wi-
thin five years. Professional data processing of-
fers, among other things, valuable information on 
the use of products and the functioning of devices 
as well as helps to maintain long-term customer 
relations. Analytics enables the development of 
products according to customer demand and the 
inclusion of personalized services.12

  
According to a study by the World Economic Forum 
(2018) mapping “the future of jobs”, the progress 
of Industry 4.0 will create a new labor market that 
presents both challenges and opportunities for 
businesses. When businesses update their change 
and labor force strategies from 2018 to 2022, they 
have a genuine chance to utilize new technologies, 
including automation, and receive additional value 

11  Sadeghi, A. R., Wachsmann, C., & Waidner, M. Security and privacy challenges in industrial internet of things. Proceedings of the 52nd Annual Design Automa-
tion Conference, 2015

12  PricewaterhouseCoopersin (PwC). Industry 4.0: Building the digital enterprise, 2016

13  Word Economy Forum (2018). The Future of Jobs Report. 

14  Ibid. 

by renewing operations, improving the quality of 
work, updating tasks and developing employees’ 
skills in order to gain full profit from the deve-
lopment of technology. Some of the jobs that are 
created in order to gain new additional value have 
never before been needed.13 

At the same time as changes take place in techno-
logies, occupational roles and professional struc-
tures, the demand for competence in companies 
is also growing faster than ever before. Therefo-
re, it is inevitable from the perspectives of society, 
companies as well as individuals to increase the 
agility of lifelong learning. The non-cognitive, soft 
skills related to technology are increasingly nee-
ded simultaneously as the competencies requi-
red for technological development are developed. 
The entity provides important opportunities for 
cooperation with innovative and creative multina-
tional partners. These new labor market changes 
were visible already in 2018, and political actors, 
public administration, enterprises and citizens will 
encounter needs for change in expertise and wor-
king life in the coming years as well.14

The Communication of the European Commission 
of 13 September 2017 (on building EU resilience 
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15  Euroopan komissio, Yhteinen tiedonanto Euroopan parlamentille ja neuvostolle: Resilienssi, pelote ja puolustus: vahvan kyberturvallisuuden rakentaminen EU:lle, 
JOIN(2017) 450 final, 13.9.2017,

to cyberattacks) states as follows: “Strong cyber 
resilience needs a collective and wide-ranging ap-
proach. This calls for more robust and effective 
structures to promote cybersecurity and to res-
pond to cyber-attacks in the Member States but 
also in the EU’s own institutions, agencies and 
bodies. It also requires a more comprehensive, 
cross-policy approach to building cyber-resilience 
and strategic autonomy, with a strong Single Mar-
ket, major advances in the EU’s technological capa-
bility, and far greater numbers of skilled experts. 
At the heart of this is a broader acceptance that 
cybersecurity is a common societal challenge, so 
that multiple layers of government, economy and 
society should be involved. EU cyber preparedness 
is central to both the Digital Single Market and our 
Security and Defence Union. Enhancing European 
cybersecurity and addressing threats to both civili-
an and military targets is a must..15

In order to improve the present situation, in June 
2018 the European Commission proposed 9.2-bil-
lion-euro investments in a new digitalization pro-
gram for 2021–2027. The Digital Europe program 
invests in the protection of EU’s digital economy, 
society and democracy by improving cyber defen-
se and strengthening the cyber security sector in 
the EU. Furthermore, funding is provided for cyber 
security devices and infrastructure representing 
the latest developments in the field, and the de-
velopment of the necessary knowledge and skills 

Strong cyber 
resilience needs a 
collective and wide-
ranging approach.
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is supported. The proposal is based on a wide va-
riety of cyber security measures and on the first 
EU-wide legislation on cyber security, which came 
into effect in May 2018.16

Earlier EU programs or strategies related to di-
gitalization have so far yielded no significant re-
sults that would have changed the role of the EU 
as an ICT and software producer. Over the past 
few years, the reports of the EU have expressed 
increasing concern about the inadequate develop-
ment of digitalization in Europe. According to cur-
rent estimates, about 95% of software is imported 
from outside Europe; the EU has actually become 
the largest software importer. 

The same applies to Finland. The digital platforms 
used in Europe are mainly manufactured in the 
USA, and we concentrate on creating information 
on these platforms, not on producing their structu-
res, which would provide more employment than 
the creation of information only. China is a good 
example of systematic development: in 15 years, 
it has reached the level of the USA. At the same 
time, Europe lags behind these countries. In the 
USA and China, strong public funding and support 
have played a crucial role in the development. In 
the USA, 80% of software and hardware develop-
ment projects receive public funding. Moreover, 

16  EU commission, Investing in the Future Digital Transformation 2021-2027, 6 June 2018

17    Lehto M., asiantuntijalausunto Eduskunnan tulevaisuusvaliokunnalle: Ehdotus Euroopan parlamentin ja neuvoston asetukseksi digitaalinen Eurooppa –ohjelman 
perustamisesta vuosiksi 2021-2027, 2.10.2018 

the success of these two countries rests upon acti-
ve cooperation between businesses and research 
institutes – 2/3 of growth companies are estab-
lished through universities. The USA, Russia and 
China also invest strongly in artificial intelligence 
(AI). China wants to be the global leader in artificial 
intelligence by 2030 by investing 1 quintillion yuan 
($150 billion) by 2020.17



2
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The report was created by examining the central 
themes related to the cyber security domain 

and the situation in Finland. The main study was 
conducted at the University of Jyväskylä’s Faculty 
of Information Technology and supplemented by 
enquiries and expert statements.

The themes of the interviews and analyses 
were as follows:

1.  The significance of cyber security for Finland
a. The role of cyber security in research, business and 

society
b. Global trends in cyber security

2. The position of cyber security in Finland
a. Strengths - in what areas are we good?
b. Identification of spearheads
c. Targets of development and challenges

3. Management of cyber security competence
a. How should competence be developed at the diffe-

rent educational levels in Finland?
b. How could Finland strengthen its top know-how 

(establishing a significant competence cluster)
4. Establishing a national learning environment

a. Do we need a national digital platform for cyber 
education?

b. Do we need a national virtual university / universi-
ty of applied sciences to provide cyber education 
through cooperation?

5. Strengthening domestic research in the cyber 
sector

a. What measures can be used to enhance domestic 
cyber research?

6. Cyber security in Finland from 2019 to 2029 - 
desired end state

2.1 The significance of cyber security 

for Finland

Cyber security should primarily be a norm in socie-
ty so that every business activity, every research 
project and all societal activities would consider it. 
Cyber security must play an essential role in deve-
loping and implementing domestic comprehensi-
ve security in both the business community and 
society as a whole. 

Investments in cyber security education and re-
search increase Finland’s credibility as a pioneer 
in cyber security. Finnish expertise in cyber secu-
rity management and administration should be of 
an internationally high level, just like our research 
on cyber security. Finnish cyber security busines-
ses have strengthened their position in the global 
cyber business environment. The cyber securi-
ty sector is estimated to employ 6,000 people in 
Finland, its turnover being about a billion euros. 
Many of the businesses operating in Finland are 
relatively small, but some large international cyber 
security enterprises also operate here.

Cyber security is the foundation of Finnish digital 
services in all business sectors, and the majority of 
people trust these services. Finnish digital sector 
businesses have excellent success in international 
comparisons, particularly when it comes to the se-
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curity of their digital solutions. The same applies 
to Finnish cyber sector businesses, including our 
top-level cyber security companies
 
Cyber security is becoming increasingly important 
as it provides a foundation for the digital society. 
Cyber security is essentially linked to emerging te-
chnologies and such future competence areas as 
artificial intelligence, the internet of things (IoT) 
and Big Data. In the future, national cyber capabi-
lity will play an increasingly significant role in en-
suring comprehensive security and the vital func-
tions of society.1

2.2 Global trends in cyber security

According to the estimates by the World Economic 
Forum (WEF) Centre for Cybersecurity, the finan-
cial losses resulting from cybercrime will rise glo-
bally to 3,000 billion dollars by 2020. 2

In the Global Risks Report 2019, WEF has listed the 
global top ten risks in terms of their likelihood and 
impact. Data fraud or theft is ranked as the fourth 
most likely threat and a large-scale cyberattack 
as the fifth most likely one. This reflects a general 
trend for cyber risks in the digital world. Further-

1  Lehto M., ym. Kyberturvallisuuden strateginen johtaminen Suomessa. Valtioneuvoston selvitys- ja tutkimustoiminnan julkaisusarja 28/2018

2  https://www.weforum.org/centre-for-cyber security

3  Global Risks Report 2019, http://www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf

4  https://www.weforum.org/centre-for-cyber security

5  https://www.forbes.com/sites/rogeraitken/2018/08/19/global-information-security-spending-to-exceed-124b-in-2019-privacy-concerns-driving-demand/#345b-
dc227112

more, the failure of critical infrastructure is among 
the ten most likely risks.3

Cyberattacks often occur on a global scale. For 
example, the WannaCry attack in 2017 was tar-
geted at 150 countries and affected several critical 
functions in society, such as health care. The direct 
and indirect costs of the attack have risen to more 
than four billion dollars.4

The importance of cyber security grows as risks 
and threats increase. Both the public sector and 
businesses face an increasing need to invest in 
cyber risk preparedness. According to Forbes, 
the value of cyber security products and services 
was more than 114 billion dollars in 2018, in ot-
her words, 12.4% more than in the preceding year. 
This year the market value will be 124 billion and 
in 2020 even 170 billion dollars.5

In autumn 2017, the High Representative of the 
Union for Foreign Affairs and Security Policy publis-
hed a joint communication titled Resilience, Deter-
rence and Defence: Building strong cyber security 
for the EU. According to the communication, ma-
licious cyber activities not only threaten our eco-
nomies and the drive to the Digital Single Market, 
but also the very functioning of our democracies, 
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freedoms and values. Our future security depends 
on adapting our abilities to protect the EU against 
cyber threats. Studies suggest that the economic 
impact of cybercrime rose fivefold from 2013 to 
2017, and it could further quadruple by 2019. The 
Commission emphasized the importance of cyber 
defense cooperation. This calls for the right struc-
tures in order to build strong cyber security and to 
react when needed, with the full involvement of all 
key actors. This approach would also help us pre-
vent cyberattacks by facilitating the detection and 
tracing of the offenders and making them answer 
for their deeds. It would also recognize the global 
dimension by developing international cooperati-
on as a forum for EU leadership on cyber security.6

The development of the cyber world is not a 
disconnected phenomenon but closely linked to 
social structures and the needs and expectations 
of different parties involved in security work. De-
velopment is typically rapid and unpredictable. 
Furthermore, the cyber world and technological 
development should not be seen from the perspe-
ctive of threats only because technology provides 
innovative solutions and approaches to ensuring 
security. Such new technological solutions are put 
into practice that provide the most added value, 
efficiency and impact. The boundaries between 

6  Yhteinen tiedonanto Euroopan parlamentille ja neuvostolle, Resilienssi, pelote ja puolustus: Vahvan kyberturvallisuuden rakentaminen EU:lle, JOIN(2017) 450 
final, Bryssel 13.9.2017  

7  Lehto M., asiantuntijalausunto eduskunnan tulevaisuusvaliokunnalle: Ehdotus Euroopan parlamentin ja neuvoston asetukseksi digitaalinen Eurooppa –ohjelman 
perustamisesta vuosiksi 2021-2027, 2.10.2018

8  Valtiovarainministeriö, Tietopoliittinen selonteko, yhteenveto, 4.12.2018

the digital and physical world are becoming inc-
reasingly blurred. The digital world will reflect the 
physical world more in detail and be an integral 
part of the physical world, thereby creating new 
business models and digital ecosystems.7

2.3 The position of cyber security in 

Finland

Finland’s strengths include its world-class informa-
tion resources, good administration, trust in the 
actors and functioning of the public sector, strong 
business activity based on a data economy, and a 
high level of cyber security expertise.8

The Helsinki Region Chamber of Commerce pro-
duced reports on the cyber security of industry 
and commerce in 2015 and 2016. The respon-
dents in both surveys comprised about 750 com-
panies. Three-fourths of these companies were 
small based on their staff number, and the rest 
were medium-sized or large companies, both ac-
counting for about 12%–13%. The primary aim of 
the surveys was to raise awareness of cyber treats 
and potential consequences to business so that 
companies could find a rational way to integrate 
cyber preparedness into their risk management. 
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9  Helsingin seudun kauppakamari (2015). Yrityksiin kohdistuvat kyberuhat 2015

The results of both surveys show that the aware-
ness of cyber threats is alarmingly low in compa-
nies. Two-thirds of all the companies feel that they 
have not received practical information on the to-
pic. Preparedness for cyberattacks is insufficient. 
The latter survey report states that the situation 
has hardly changed in the companies between the 
two surveys. Only for the largest companies, some 
of the survey questions showed a positive deve-
lopment.9

2.3.1 Business activity

The significance of cyber security has not yet been 
deeply understood in public administration and 
the business sector. Businesses are not able to 
view it from the perspective of input-output and 
as a central part of a company’s or actor’s risk 
management, as something that secures a com-
pany’s business. In other words, they do not yet 
understand the significance of cyber security for 
their own operations. Cyber security risks are too 
seldom understood as parts of an organization’s 
comprehensive risk management.

The megatrend of cyber security has been put into 
practice particularly in large companies and the 
public sector, where cyber security has been inte-
grated into operative functions. These organiza-
tions constantly see cyber resilience as an impor-

The significance of 
cyber security has 
not yet been deeply 
understood in public 
administration and 
the business sector.
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tant part of cyber security, and their approach to 
cyber security is based on risk management and 
input–output thinking.

Companies are willing and ready to test and apply 
new technologies and collaborate with different 
partners and the research community. This is sup-
ported by public funding (especially Business Fin-
land), even though domestic RDI funding has dec-
reased and left us behind the reference countries. 
According to Pekka Soini, Director General of Bu-
siness Finland, “alarming here is that, altogether, 
companies’ own R&D investments have decreased 
by nearly a billion euros from the 2008 level. At 
the same time, public investments have also de-
clined.”10

The report Cyber security competencies in Finland 
– Current state and roadmap for the future de-
monstrates that Finland has a lot of potential for 
developing the cyber security sector and related 
expertise. High-quality cyber security RDI activities 
and know-how already exist in Finland. The busi-
ness sector as well as universities and research 
institutes have strengths in this area. However, the 
competence base of the field is relatively narrow, 
and top expertise rests on the shoulders of rela-
tively few actors. The expertise is also scattered 
across a vast number of organizations, and part-

10  https://yle.fi/uutiset/3-10220827

11  Pelkonen A., ym. Kyberosaaminen Suomessa – Nykytila ja tiekartta tulevaisuuteen. Valtioneuvoston selvitys- ja tutkimustoiminnan julkaisusarja 9/2016, 
15.2.2016

12  Ibid. Kauppakamari, Yrityksiin kohdistuvat kyberuhat, 13.12.2016

nerships among them are only starting to develop. 
Over the past few years, international competition 
has also become tougher within the field, and Fin-
land needs to take decisive action to enhance its 
cyber security expertise.11

2.4 Research and education

The report Cyber security competencies in Finland 
– Current state and roadmap for the future (2016) 
by the Prime Minister’s Office highlighted some 
gaps in Finland’s cyber self-sufficiency. There are 
different estimates regarding the demand for 
cyber security experts, but according to even the 
most careful estimates, thousands of new experts 
will be needed in the coming years. The global es-
timate for 2020 exceeds 1.5 million.12

The Finnish educational system has a strong 
foundation and is internationally esteemed (high 
educational level, up-to-date curricula, highly edu-
cated teachers, public funding for universities and 
other higher education institutions). Finland has a 
strong technological competence base (especially 
in mobile technologies), and technology enjoys ge-
neral high respect.
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2.5 Public administration

The public administration has expressed a willing-
ness to invest in developing our national cyber 
security and cyber competence. Significant in-
vestments have been made in, for example, AI and 
the platform economy. Finnish society and infra-
structures are ideal for the development of cyber 
security (energy, data communications, financial 
institutions, logistics, etc.).

Finland is a global leader in digitalization. In the 
Digital Economy and Society Index (DESI 2018) 
published by the EU, Finland holds the first place 
in the dimension measuring digital public services. 
In the overall comparison, we are among the best 
three countries. The index compares 28 EU mem-
ber states in five different dimensions. After being 
the leading country for digital skills (the Human 
Capital dimension) for many years, Finland has 
now scored highest in digital public services as 
well. In addition, Finland improved its position in 
the dimension of integration of digital technology, 
scoring second highest there. In the use of inter-
net services, we maintained fifth place.13

13  Digitaalitalouden ja -yhteiskunnan indeksi (DESI)1 2018, Maaraportti Suomi, https://ec.europa.eu/digital-single-market/en/desi
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3.1 Management of cyber security 

competence

3.1.1. Cyber security education

The Parliament of Finland’s Committee for the 
Future notes in its statement (2018) that the 

following message was highlighted in the expert 
hearings of the Digital Europe program: “the issue 
of cyber security is ultimately not technological, as 
the best way to protect ourselves against threats is 
to increase citizens’ digitalization competence and 
understanding as well as critical media literacy.”1

Cyber security should be seen as part of a larger 
entity related to trust in digital services. In addition 
to ICT skills, trust in digital services calls for media 
multiliteracy, an understanding of the regularities 
of the digital environment and awareness of in-
fluencing through information. Competence relat-
ed to digital trust should be seen as a civic skill.

Extensive competence is needed in developing an 
internationally competitive and safe ICT-intensive 
product and service. Success requires that compa-
nies can utilize a core team of top experts in cyber 
security technology, who have in-depth knowled-

1  TuVL Valiokunnan lausunto, 7/2018 vp, U 69/2018 vp

2  Niemelä, Jukka, Kyberturvallisuusalan työvoiman kysyntä, saatavuus ja kehittäminen vastaamaan työvoiman tarvetta Suomessa, valmisteilla oleva pro gradu työ, 
Informaatioteknologian tiedekunta, Jyväskylän yliopisto, huhtikuu 2019

ge of the central areas in the field. At the moment, 
there is only a little empirical information availab-
le on the competence profile of employees in the 
cyber security sector. The cyber sector is techno-
logically oriented, and the following six traits have 
been identified for successful future employees 
in the sector: a systematic mindset, team player 
skills, ICT and social skills, a sense of civic duty, 
continuous learning, and communication skills. In 
developing competence in the cyber sector, atten-
tion should thus not be paid only to technological 
skills but also to other qualities that can promote 
efficient cyber security capability in different orga-
nizations.2

Two dimensions can be distinguished in cyber 
competence: cyber security as a profession and 
cyber security as a skill. As a profession, cyber se-
curity represents competence as a capability of 
professionals in the sector; as a skill, it represents 
the capability needed in different tasks.

Cyber security competence is not only a distinct 
professional competence area but covers various 
capabilities, ranging from civic skills to world-class 
top expertise. Therefore, cyber security should be 
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included in teaching at the various educational le-
vels.3

1.  General basic education should ensure that 
young people have sufficient skills for the digital 
environment and are aware of cyber security risks 
as well as able to protect themselves against the 
risks. In addition, they must be provided with basic 
media literacy and the ability to understand what 
influencing through information means.

2. In general and vocational upper secondary edu-
cation, the aforementioned skills are advanced, 
creating a basis for special know-how in higher 
education. Vocational education and training (VET) 
can include modules that provide basic professio-
nal skills in cyber security and qualify for practical 
tasks in the field. In addition, safe digital compe-
tence must be integrated in all VET, irrespective of 
the studied vocational field.

3. Universities must provide the opportunity to 
complete bachelor’s, master’s and doctoral de-
grees in cyber security. They must offer related 
modules to all students. Respectively, universities 
of applied sciences should offer both bachelor’s 
and master’s degrees in cyber security. All higher 

3  Lehto M., Kähönen A., Kyberturvallisuuden kansallinen osaaminen, Jyväskylän yliopisto, Informaatioteknologian tiedekunta, tutkimusraportti 20/2015

education must include the basics of digital skills 
and cyber security.

4. Cyber security must be included in adult edu-
cation. Adult education in cyber security can be 
“education leading to a qualification, degree stu-
dies, training preparing for competence-based 
qualifications, apprenticeship training, further and 
continuing education updating and extending the 
professional skills, studies in subjects relating to 
citizenship skills, working life skills and society, 
and studies in different crafts and subjects on a 
recreational basis. Adult education and training is 
provided by educational institutions mainly pro-
viding education for young people, educational 
institutions providing only adult education, private 
companies, and workplaces (staff development).” 
Therefore, teacher education in cyber security 
must also be organized in order to provide teach-
ing resources for the various levels of education as 
efficiently as possible.

5. In addition to educational institutions and gene-
ral education, all citizens must be offered an open 
learning environment in which they can learn the 
basics of cyber security and digital skills without 
registering for an institution. The learning environ-
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4  Lehto M., Niemelä J., Kyberalan tutkimus ja koulutus suomessa 2019, valmisteilla oleva tutkimusraportti, Informaatioteknologian tiedekunta, Jyväskylän yliopisto, 
huhtikuu 2019

ment also provides access to up-to-date informa-
tion.

An increasing amount of education related to 
cyber security, data protection and information se-
curity is available in Finland. Two models are used 
in the provision of the education: a degree pro-
gram focusing on cyber security, or the integrati-
on of cyber security teaching into different degree 
programs. The former model is used at the univer-
sities of Jyväskylä and Turku, and the integrated 
model in other HEIs. Both models are necessary 
for enhancing expertise in the field. The gradua-
tes from a degree program in cyber security are 
professionals with comprehensive knowledge of 
cyber security, specialized in a specific competen-
ce area. The integrated model produces experts 
familiar with both a specific field of technology (IT, 
data communications, automation technology, 
etc.) and related cyber security issues.4

3.1.2. Objectives of cyber security education:

• A cyber security education model covering the 
whole study path through the Finnish educa-
tional system as a unique solution enables effi-
cient competence development and education 
export. 

• The aim is to make Finland a model country of 
digital trust based on competence and conti-

The aim is to make 
Finland a model 
country of digital 
trus based on 
competence and 
continuous learning.



Image 1. Cyber security education at universities

Image 2. Cyber security studies at universities of applied sciences
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nuous learning: a comprehensive idea of cyber 
security is adopted already in adolescence and 
its development is supported by continuous 
learning throughout life. 

• The enhanced competence level in Finland’s 
public and private sectors, as well as citizens’ 
changed attitudes, contribute to a significant 
cyber culture change. 

• The extensive cyber security education en-
compassing the entire HE sector provides top 
experts for the different levels of society, and 
the knowledge and skills of these experts meet 
the competence needs of their positions.

• Cyber security is generally regarded as an in-
vestment in the future, as the foundation of so-
ciety’s critical infrastructure and as a key gua-
rantee for business success. 

• In order to realize these objectives, a sufficient 
level of funding for education and research 
must be ensured on a long-term basis.

3.2 Creating a national learning cluster 

and a digital learning platform

The establishment of a significant competence 
cluster is a prerequisite for developing top exper-
tise in domestic cyber security. The establishment 
of the top competence cluster, furthermore, requi-
res cooperation between higher education institu-
tions, a multidisciplinary approach and coopera-
tion between several stakeholders. The teaching 
and education sector (universities, universities of 
applied sciences, comprehensive schools, munici-
palities and cities), the main business community 

and cooperation ecosystems, actors within the 
critical infrastructure of society, and cyber sector 
companies and actors must be committed to the 
development.

The top competence cluster needs a digital plat-
form that provides information and smart tools 
for teaching. The digital environment changes con-
tinuously and its teaching and education materials 
must be produced and distributed in a way that 
enables all users to have equal access to the neces-
sary information. As an essential part of a scalable 
learning module, a uniform digital platform makes 
it possible to share dynamic information and re-
lated materials with schools and other educatio-
nal institutions. Through the platform, tools can 
be produced for the individual needs of teachers 
and students. In addition to the digital platform, 
support is needed for content production and 
continuous learning in the changing environment. 
The digital platform and its contents must serve 
everyone at all educational levels: early childhood 
education, basic education, upper secondary edu-
cation (high schools, vocational schools), universi-
ties and universities of applied sciences, volunteer 
activities, adult education, and so on.

Cooperation between national cyber training en-
vironments (Cyber Ranges) and cyber testing en-
vironments must be developed as part of the top 
competence cluster. Significant domestic environ-
ments include the following: 
• The RGCE Cyber Range, developed by JAMK 

University of Applied Sciences / JYVSECTEC 
cyber security research, development and trai-
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ning center. The RGCE (Realistic Global Cyber 
Environment) was developed especially for 
modeling the structures and services of the 
global internet and special branch-specific en-
vironments. RGCE enables research and cyber 
security training activities for the needs of va-
rious sectors, both for the authorities and for 
the industry.

• VTT’s Cyber War Room, in which cyber secu-
rity testing can be performed in a supervised 
environment, reliably and confidentially. The 
devices or software tested in the simulation 
environment can be exposed to realistic cybe-
rattacks in a controlled way.

Successful cyber security competence manage-
ment
1. provides the opportunity to increase know-

how
2. increases domestic awareness of the signifi-

cance of cyber security throughout the digital 
society

3. reinforces the role of cyber security expertise 
as a domestic resource and an enabler of new 
growth

4. promotes Finland’s position as a pioneer of wi-
de-ranging cyber security expertise

5. strengthens domestic, systemic preparedness 
for cyber threats

6. creates conditions for an effective capacity to 
prevent cyberattacks

3.3 Strengthening domestic research 

in the cyber sector

Cyber security research and education increa-
singly link data management, knowledge-based 
management and data-intensive expertise with 
companies’ competitive ability as well as the achie-
vement and maintenance of competitive edge. 
The strengthening of research and education in 
the field contributes to scientific breakthroughs, 
innovations, technological development, the gro-
wth of productivity and, consequently, national 
wellbeing.

A multidisciplinary approach is a central element 
of cyber security research. Cyber security can be 
approached from the perspective of the use and 
development of mathematical models when en-
hancing the detection of anomalies and control 
of deviations. The approach of computational 
science is effective for achieving research results: 
different complex systems (technical, human-cen-
tered) can be modeled and optimized more pre-
cisely than before. In the research of increasingly 
complicated cyber security phenomena, the use of 
applied mathematics and computational science 
makes it possible to solve more difficult problems 
and complex security problems in society. Com-
putational science helps us solve challenging re-
search problems within and across various discip-
lines. In addition to methodological competence, a 
profound understanding of the application area is 
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needed when applying computational methods. 
The key factors contributing to the breakthrough 
of computational science include the rapid deve-
lopment of information technology, particularly 
the extreme growth in the computational and 
data management capacity of computers, and 
the development and expansion of methodolo-
gical competence in different fields of research. 5

The research methods of cognitive science can 
be used to integrate different human science 
and techno-economic research areas. The ap-
proach of cognitive science provides the oppor-
tunity for problem-based, multidisciplinary re-
search into the cyber environment by integrating 
the knowledge of neighboring sciences to solve 
interdisciplinary questions. The research focuses 
on developing a reliable and valid model for defi-
ning relevant criteria for human performance in 
the digital operating environment. The research 
highlights the mechanisms that affect percepti-
on, learning, remembering, understanding, thin-
king, and interaction. The aim is to explain what 
kinds of data representations and data proces-
sing processes in the digital situation awareness 
environment produce optimal and adaptive be-
havior, especially in extraordinary circumstan-
ces.6

Computer science as a discipline focuses on 
problems related to information technology and 
its use. Traditional computer science examines 
all computational questions relating to informa-
tion, but today the scope of research is extensive. 
Cyber security covers the entire discipline, inclu-
ding a broad scale of technologies and processes 
5  Lehto M., Kähönen A., Kyberturvallisuuden kansallinen osaaminen, Jyväskylän yliopisto, Informaatioteknologian tiedekunta, tutkimusraportti 20/2015
6  Ibid.
7  Pelkonen A., ym. Kyberosaaminen Suomessa – Nykytila ja tiekartta tulevaisuuteen. Valtioneuvoston selvitys- ja tutkimustoiminnan julkaisusarja 9/2016. 

when protecting networks, computers, software, 
data, and applications against cyberattacks and 
damage. The demand for expertise covers infor-
mation systems science, information technology 
and data processing technology.7

About a dozen professors currently focus on 
cyber security in Finland, which reflects the vo-
lume of cyber security as a field of research. Fin-
nish researchers produce about 120 scientific 
publications on cyber security every year. Fin-
nish cyber research is technologically oriented 
and has a technological emphasis. Most of the 
researchers come from an ICT-related field; the 
main background discipline according to the stu-
dy by Pelkonen et al. was either mathematical 
information technology, telecommunications te-
chnology or information systems science (66 %).7

Objects of cyber security research:
• Enhancing the cooperation between universi-

ties and research institutes by establishing a 
national cyber security research center

• A common cyber security database for which 
information is produced from different sour-
ces, including relevant research data.

• Intensifying international cooperation
• Increasing investments in basic and applied 

research in order to reach at least a European 
level.
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In order to fully utilize the opportunities related 
to cyber security, we need comprehensive syste-

mic solutions in which all private and public actors 
carry out parallel actions, in compliance with the 
Implementation Programme for Finland’s Cyber 
Security Strategy. Finland currently has no uni-
form national framework program (cf. Cyber Trust 
2014–2017) or significant projects for the syste-
matic development of cyber security business or 
competence, or for maintaining current compe-
tence. In addition, cyber security should be exten-
sively included in ICT-related project entities.

Finland has a strong tradition of providing the se-
curity of supply. The cyber security of supply and 
cyber self-sufficiency must be developed as part 
of this work. They provide the ability to maintain 
critical societal functions in order to secure the po-
pulation’s living conditions, the functioning and sa-
fety of society, and national defense operations in 
serious incidents and exceptional circumstances. 
The cyber security of supply and cyber self-suffi-
ciency primarily require that sufficient cyber com-
petence is ensured both in the Finnish Defence 
Forces and in society as a whole. A sufficient num-
ber of top experts are needed in order to create 
efficient domestic capabilities. The development 
of cyber competence and especially cyber experts 
within the Defence Forces as well as more broadly 

1  Lehto M., Limnéll J., Kybersodankäynnin kehityksestä ja tulevaisuudesta, teoksessa M. Silvasti (Edith) Tiede ja ase, s. 179-212, 2017

2  https://www.gartner.com/smarterwithgartner/5-trends-emerge-in-gartner-hype-cycle-for-emerging-technologies-2018/ sekä https://www.uusiteknologia.
fi/2018/08/28/hypekayra-paljastaa-tulevaisuuden-tekniikat/

in Finnish society will play an increasingly impor-
tant role in the near future. The strengthening of 
cyber self-sufficiency is also linked to the ancho-
ring of critical companies, technological solutions 
and experts to Finland. This will also provide Fin-
land with the capability to design, develop and 
produce cyber security products and services in-
dependently of international parties, especially for 
the use of those operating in the security sector. 1

According to the latest Hype Cycle of the research 
and advisory company Gartner, artificial intelli-
gence (AI) and other digital technologies will play 
a crucial role in the years to come. The company’s 
latest trend report presents the following five as 
the most rapidly developing technologies: 2

1. Artificial intelligence and related smart soluti-
ons (smart robots and PaaS cloud services ba-
sed on AI).

2. Digital ecosystem technologies, which offer lar-
ge amounts of data and a high level of perfor-
mance (blockchain technology, the utilization 
of blockchains in cyber security, Digital Twin, 
IoT platforms and Knowledge Graphs).

3. Biohacking and related technologies, such as 
biochemicals, biotechnology, lab-grown or ar-
tificial tissue, brain–computer interface, aug-
mented/mixed reality and smart textiles.
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4. When technology becomes more “human”, it 
creates new ways of living, working and mana-
ging spaces, as well as expands old ones (4D 
printing, smart homes, Edge AI, self-curing sys-
tems, smart workspaces and air displays).

5. IT infrastructure and service offerings expand 
so that massive data processing capacity is no 
longer available only to large organizations but 
to anyone through cloud services.

In these technologies, cyber appears as both a 
threat and an enabler of activities. Cyber securi-
ty is thus present everywhere in the critical infra-
structure and in citizens’ daily life.

In designing the cyber ecosystem, three central 
areas of technology have been identified as the 
focus areas of cyber security research and proje-
ct activities. The aim of these activities is to ana-
lyze potential threats and risks, produce solution 
models based on the Security by Design principle, 
and to discover the potential of cyber security for 
enabling development and business activity in the 
chosen areas of technology.

Wireless data communication

Wireless data communication provides a founda-
tion for future wireless technologies. So-called 
disruptive technologies can have multiple effects 
on information networks compared with the pre-
sent state: almost limitless data transfer capacity, 

Cyber security is... 
present everywhere 
in the critical 
infrastructure and in 
citizens’ daily life.
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significantly increasing energy efficiency, more ef-
ficient application integration, and built-in self-op-
timization. In the growing IoT world, connecting 
billions of devices to the network and to each ot-
her calls for speed, fast broadband connections 
and reliable computerized communication. In the 
future, human interaction will be based on virtual 
and augmented reality applications that function 
seamlessly in countless network devices. The main 
focuses of research are 5G and 6G.

Software and platforms

Our society is becoming networked and digital at 
an increasing rate. Its operation depends more and 
more on data and information as well as related 
knowledge and services. Online marketplaces or 
platforms are the most rapidly growing manifesta-
tion of the digital economy, which also challenges 
traditional business thinking the most. The plat-
form economy brings various financial efficiency 
benefits and diversifies the labor market through 
new ways of working. The platform economy is the 
world’s most dynamic market, which provides con-
tinuous new opportunities. Our national goal is to 
strengthen the competitive ability of the data eco-
nomy and to encourage companies to develop di-
gital business ecosystems as well as business mo-

3  Valtiovarainministeriö, Tietopoliittinen selonteko, yhteenveto, 4.12.2018

4    Työ-  ja elinkeinoministeriö,  Tekoälyajan  työ: neljä  näkökulmaa talouteen, työllisyyteen, osaamiseen ja etiikkaan, Työ-  ja elinkeinoministeriön  julkaisuja 
19/2018, 20.6.2018

dels that are based on the utilization of artificial 
intelligence and platform economy structures.3

Intelligent systems

In connection with digitalization and AI, we can 
talk about the revolution in technological develop-
ment they have caused. It is a leap in technological 
development that changes our entire society and 
is affected by various factors. Ultimately, it implies 
a new relationship between humans and machi-
nes in production activity. AI-based technologies 
increase the efficiency of several tasks performed 
by people and thus improve profitability. Machine 
learning and AI are particularly useful in tasks that 
require the analysis of large data masses and re-
cognition of patterns.4

Figure 3 presents cyber security and the afore-
mentioned areas of technology as interactive bu-
siness and RDI sectors linked to each other.

The following spearheads have been identi-
fied as crucial for development:

1. Implementing cyber security for 5G and 6G de-
velopment

2. IoT cyber security development (Internet of 
Cybersecure Things, IoCT)



Figure 3 Cyber security as part of the major fields of technology
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3. Cyber secure software economy
4. Cyber security solutions through AI
5. Specialization in forming, analyzing and sha-

ring an accurate situational picture of cyber se-
curity in normal circumstances, upon incidents 
in normal circumstances, and in emergency 
conditions.

The objective of all development is to build cyber 
security and trust as parts of Finland’s country 
brand, and it is comprehensively utilized in all mar-
keting. Finland is considered reliable and neutral, 
which provides an optimal starting point for de-
veloping the field. However, the potential trans-
fer of spearhead companies to foreign ownership 
would be a risk for our domestic cyber competen-

5  Niemelä, Jukka, Demand, availability and development of the cyber security workforce respond to the need for labor in Finland. Master’s thesis at the Faculty of 
Information Technology, University of Jyväskylä, 2019

ce and self-sufficiency, assuming that a significant 
amount of competence would leave the country.

The aim is to make Finland a pioneer in the cyber 
sector, which means that there is a great demand 
for new skilled workforce. There are currently too 
few top experts to satisfy the demand of the mar-
ket. Because of the rapid development within cyber 
security, competences need to be continuously 
updated, both independently and through further 
and continuing education updating and extending 
professional skills. In addition, close cooperation 
is needed between the business world and the 
educational institutions that provide cyber securi-
ty education in order to sufficiently highlight the 
key competence needs.5
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5.1 Key concepts

Cyber security refers to an ideal state where the 
cyber environment can be trusted and where 

its functioning is guaranteed. The cyber environ-
ment is an operating environment consisting of 
one or more information systems, intended for 
the processing of electronic information. It uses 
electronics and the electromagnetic spectrum to 
store, edit and transfer data and information via 
communication networks.1

The purpose of Gartner’s Hype Cycle is to forecast 
the manifestation and life cycle of future techno-
logies.  The Hype Cycle is divided into five phases, 
phase A being the ‘technology trigger’ where new 
technologies are presented and described in diffe-
rent media and in the first research reports. There 
are hardly any functioning solutions at this pha-
se, and commercial viability is unproven. Phase 
B is the ‘peak of inflated expectations’ where the 
technology has achieved its hype peak. Publicity 
produces a number of success stories, many of 
which do not meet the expectations from the pers-
pective of, for example, performance or economic 
efficiency. This leads to phase C of the hype cycle, 
the ‘trough of disillusionment’. Phase D is called 
the ‘slope of enlightenment’, where more compa-
nies start to understand the technology and its 
benefits. Phase E is the ‘plateau of productivity’: 

1  Lehto M., ym. Suomen kyberturvallisuuden nykytila, tavoitetila ja tarvittavat toimenpiteet tavoitetilan saavuttamiseksi. Valtioneuvoston selvitys- ja tutkimusto-
iminnan julkaisusarja 30/2017.  

the technologies reach a sufficient maturity from 
the perspective of business and performance, and 
mainstream adoption starts to take off.

Figure 4 presents the Gartner Hype Cycle and the 
strategic impact domain of the cyber security eco-
system of Allied ICT Finland (AIF).

A particular aim of the cyber ecosystem is to even 
the “trough” that may appear after the most in-
tense hype. At this phase (C), the ecosystem tries 
to create business projects involving research 
institutes, SMEs, emerging enterprises as well as 
internationally established companies. The cyber 
ecosystem creates a network and provides tools 
for maintaining and promoting RDI and commer-
cial activities towards “enlightenment” and the 
maturation of the technology into products and 
services. 

At the various Hype Cycle phases from A to E, 
cyber security competence is needed for RDI acti-
vities and for preparing and implementing proje-
cts as follows:

A. In-depth competence in cyber security: basic 
research in chosen subareas

B. Extensive competence in cyber security: app-
lied research in chosen subareas, joint re-
search projects, 



Figure 4. The strategic impact domain of the cyber security ecosystem as part  of the Gartner Hype Cycle
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C. Multidisciplinary competence in cyber security: 
change management, identification of applica-
tion and usability, focused AIF support

D. Niche competence in cyber security: identifica-
tion of domestic specialization, start-up/spin-
off support, branding, support for internatio-
nalization

E. International competence in cyber security: 
acquisition and maintenance of competitive 
edge, scaling, international cooperation

Funding at the various phases comes from Busi-
ness Finland, the EU (ERDF, Digital Europe), and 
regional and local funding sources.

5.2 Vision and objective

The vision of the CyberSecFIN  cyber security eco-
system is to make Finland a globally recognized 
pioneer in cyber security business, research and 
competence as well as in the preparation for cyber 
threats. Cyber security research and teaching, bu-
siness innovations and the development of relat-
ed technologies will be central sources of econo-
mic growth and national competitive advantage in 
the future. 
The objective of the activities is to develop busi-
ness activities related to cyber security, create 
new enterprises in the field and make foreign en-
terprises establish their operations in Finland, and 
build a national cyber security competence cluster 
and research center. The aim of the ecosystem is 

to help existing enterprises expand and deepen 
their business activities to new cyber security bu-
siness sectors. This is achieved through coopera-
tion among companies, research and educational 
institutions as well as other players.

Cyber security project activity supports field-speci-
fic expertise and research as well as ongoing and 
starting development projects. This enables the 
development of new product and service innova-
tions for the cyber security sector in Finland. In ad-
dition to being a growing, independent business 
sector, cyber security will secure the business acti-
vities of companies.

The aim is to develop a cyber security competen-
ce cluster and research center that will provide 
Finland with world-class research and education 
competence as well as an internationally attrac-
tive and competitive operating environment for 
top experts and companies in the field. The com-
petence cluster and research center will be built 
around regional actors and cooperation in which 
the partners strengthen each other’s competen-
ces. Through its top research and education, the 
ecosystem will produce expertise that can be used 
to increase new business opportunities and to 
enable Finland to become a trailblazer in prepa-
ring for cyber threats and in managing related in-
cidents. 
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In order to achieve the vision, the following 
goals have been set:

1. Finland achieves international recognition as a 
pioneer in the cyber security business by deve-
loping innovative cyber security solutions and 
services.

2. A world-class cyber security competence clus-
ter is created in Finland through the cooperati-
on of research and educational institutions. 

3. Finland becomes one of the world’s most ap-
pealing countries for the best cyber security 
researchers to engage in research and deve-
lopment.

4. A national cyber security research center is 
built through the cooperation of cyber security 
research institutes and units. In the center, RDI 
activities are increasingly linked to the compe-
titive ability of companies and to achieving and 
maintaining competitive edge.

5. Cyber security knowledge, learning and inno-
vation networks are created in Finland. Scien-
tific breakthroughs, innovations, technological 
development, increased productivity and na-
tional welfare are promoted with research and 
education.

The promotion of the market for cyber security 
products can only be ensured if all the players in 
the value chain (hardware manufacturers, softwa-
re developers, service providers) guarantee a suf-
ficiently high level of cyber security. Relevant cyber 

security standards must be met in the entire value 
chain.
An internationally recognized, competitive cyber 
security ecosystem with export potential can be 
established in Finland only if our national legislati-
on governing the cyber environment is up to date 
and provides favorable conditions for developing 
the business activities. This will make Finland an 
attractive cyber security environment where it 
pays off to invest and establish business opera-
tions.

5.3 Cyber Finland in 2029

Finland has become one of the world’s leading 
countries in the cyber security business. Open 
innovation and development environments have 
been created to enable cyber security research, 
education, product development and testing. The-
se environments constitute multisectoral entities 
and have strong links to users. The development 
environments have provided companies with gro-
wth potential and global market networks. The de-
velopment environments have created a common 
operating environment for companies to develop 
business and entrepreneurship based on cyber 
security. The development environments provide 
business development services related to com-
mercialization, marketing and internationaliza-
tion. Their core activities include the promotion 
and further development of identified spearhead 
products and models for the international mar-
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ket. One of the world’s most secure information 
infrastructures has been built in Finland, and it 
has made several large international companies 
establish operations here. Infrastructure security 
expertise has become a best-selling product on 
the international market. Finland has become a 
leader of global trends in cyber security. 

The internationally recognized and appreciated 
Finnish cyber security competence cluster has pro-
duced dynamic information, learning and innova-
tion networks. The practices, openness and trust 
of a learning and skilled Finland extend widely to 
international cooperation. Our expert network on 
cyber security education produces various kinds 
of customer-oriented education and development 
services for citizens and for the global market. A 
top-level cyber security research center (Finland’s 
Cyber Security Research Centre) has been establis-
hed in Finland utilizing a large national and inter-
national cooperation network. The center invites 
international top experts, organizes seminars and 
scientific conferences as well as cooperates acti-
vely with the field’s major international universi-
ties and HEIs, including in researcher and student 
exchange. The close cooperation links Finland to 
the best competence available globally, and the 
acquired competence has been anchored to Fin-
land. 

Even though the new products and services have 
also brought along new kinds of cyber threats, or-

ganizations have not renounced the benefits of 
online services, mobility, Big Data, cloud services 
and other platforms. Digitalization has generat-
ed innovations that make life and work easier. In 
cybercrime prevention, new intelligent products, 
solutions and services have been developed, as 
well as new forms of cooperation between com-
panies and organizations. Finland has managed to 
build an innovative situational picture or aware-
ness of cyber security, which utilizes new techno-
logical solutions, for the strategic, operational and 
tactical levels.

Cyber security has become a new export sector for 
Finland, and it strengthens the business activities 
of various regions, both nationally and internatio-
nally. Through domestic cooperation, the profiling 
of national key competence areas has been inc-
reased in the regions, and their attractiveness has 
been enhanced throughout Finland.



6
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Cyber security research and teaching, innova-
tions, business activity and the development 

of related technologies are sources of economic 
growth and national competitive edge.

The aim is to develop a cyber security competen-
ce and innovation cluster that will provide Finland 
with first-rate research and education competen-
ce as well as an internationally attractive and com-
petitive operating environment for top experts 
and companies in cyber security. The competence 
and innovation cluster is built around the actors 
in different urban districts and the cooperation 
between them.

The implementation of the cyber security 
theme is divided into three stages

In stage 1 (2019–2020), a cyber security ecosys-
tem is organized with the help of a national expert 
network, ongoing cyber security business projects 
are coordinated and new ones are launched. Do-
mestic educational offerings on cyber security are 
analyzed and mapped. The mapping and planning 
of the operating conditions of a competence clus-
ter begin. The creation of a strategic research plan 
for cyber security and preparations for the estab-
lishment of a research center begin. A coordinat-
ed research project entity is created for producing 
research results needed in the various subareas of 
cyber security. A publication platform is designed 

for the participants to produce content that others 
can use. 

In stage 2 (2021–2024), the competence cluster’s 
activities are launched and established on a regu-
lar basis. Projects included in the strategic research 
plan are implemented based on the research re-
sults, prioritizing international markets. The creati-
on of new business activity is promoted, as well as 
the establishment of international enterprises in 
Finland. Cyber environment analyses are created 
from the perspectives of threats and opportuni-
ties, covering the different layers of society and its 
vital functions. The analyses conducted in coope-
ration with various domestic actors produce plans 
including detailed, concrete measures, which con-
sider the various parties’ innovation needs, targets 
and challenges as well as support needs and solu-
tions related to funding and marketing.

In stage 3 (2025–2029), business projects are 
deepened and expanded, and new initiatives are 
made. The promotion of new business activity and 
establishment of international companies in Fin-
land continues. The export of cyber security com-
petence expands to international markets, the 
research projects are broadened and deepened, 
and expertise is put into practice within the busi-
ness field. The international network is extended 
and deepened, and the key products and services 
of cyber security are exported to international 
markets.
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The following five action areas have been 
identified in the operation of the cyber secu-
rity ecosystem:

1. Cyber competence
2. Cyber situation awareness
3. Cyber preparedness
4. Cyber infrastructure
5. Cyber security solutions

Cyber competence

Cyber competence includes such subareas as 
cyber research, cyber education and cyber expe-
rimentation. The following development targets 
have been planned for them:
 
• Establishing a cyber security competence clus-

ter and related cooperation
   The structures and contents of cyber secu-

rity teaching in early childhood education, 
basic education and general upper secon-
dary education

  The structures and contents of cyber secu-
rity teaching in vocational upper secondary 
education

  The structures and contents of cyber secu-
rity teaching at universities of applied scien-
ces

   The structures and contents of cyber se-

curity teaching in university master’s and 
doctoral studies

  The structures and contents of cyber secu-
rity teaching in adult education

• Carrying our different cyber security exercises 
in national and international cooperation 

•  Establishing a national cyber security research 
center

  Conducting basic and applied research
  Establishing a doctoral training network on 

cyber security

Cyber situation awareness

The action area of cyber situation awareness 
comprises such subareas as cyber data acquisi-
tion, cyber information management, and the ma-
nagement of cyber security data and events. The 
following development targets have been planned 
for these subareas:

• Research on the perception of anomalies
• Integrating, correlating/fusing anomalies as in-

put data for a cyber situational picture
•  Presenting and sharing a (strategic, operatio-

nal, tactical) cyber situational picture 
•  Developing a security information and events 

management system (SIEM) and intrusion de-
tection systems (IDS)

•  Intelligent control tools for the information 
network
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Cyber preparedness

Cyber preparedness comprises cyber resilience, 
cyber self-sufficiency, and the testing of cyber se-
curity systems. The following development targets 
have been planned for these subareas:

• Managing cyber risks and continuity
•  Protecting end users
•  Cyber security in crisis management opera-

tions
•  Testing devices, services and systems
•  Cyber security requirements in public and pri-

vate purchases
•  Managing compliance with requirements from 

the perspective of cyber security
•  Simulation and modeling of cyber threats
•  Vulnerability analyses
•  Digital crime investigation
•  Cyber security and the human factor
•  Secure information systems design (Cyberse-

cure Design)
•  Ensuring the safety of the ICT solutions that are 

developed

Cyber infrastructure

The action area of cyber infrastructure comprises 
such subareas as critical infrastructure, critical in-
formation infrastructure and SCADA systems (Su-
pervisory Control and Data Acquisition). The follo-

wing development targets have been planned for 
these subareas:

• Realization of cyber security in embedded sys-
tems and industrial automation systems

•  Intrusion and influencing in embedded sys-
tems and industrial automation systems

•  Cyber security and the renewing industrial en-
vironment (Industry 4.0)

•  Protecting critical infrastructure
•  Protecting critical information infrastructure
•  Creating a safe business environment
•  Protecting information networks and systems 

as well as digital platforms

Cyber security solutions

The area of cyber security solutions includes ser-
vices, products, cyber security in crisis manage-
ment, security processes, and action models. The 
following development targets have been planned 
for them:

• Developing encryption algorithms
•  Citizen’s cyber security services and solutions
•  Cyber security risk management
•  Cyber security program for companies and or-

ganizations
•  Security of data communication solutions 
•  Protecting wireless networks and services, es-

pecially 6G
•  Cyber security of mobile devices for high-secu-

rity demands
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•  Safe IoT solutions
•  Safety of cloud services and platforms
•  Open source code and cyber security
•  Cyber crisis management tools
•  Cybersafe wellness services

The purpose of the cyber security ecosystem is to 
coordinate the necessary actions. In order to build 
the ecosystem, the activities must be planned at 
the initial stage as well as common action models 
established and an efficient cooperation network 
created.

Funding

The funding model of the ecosystem consists of 
the funding required for ecosystem administrati-
on and project preparation as well as of the cyber 
security project funding of Business Finland.

The operating funding of the ecosystem totals 
600,000 euros for three years, in other words, 
200,000 euros per year. After this period, the ope-

rating funding will be based on funding provided 
by the members of the ecosystem.

For cyber security project funding in stages 1 to 2 
(years 2019–2024), 75–100 million euros are nee-
ded.

In addition, 50 million euros are reserved during 
stage 3 for a follow-up program of the project pro-
gram.

Impact

When successful, the ecosystem project program 
is estimated to double the number of staff wor-
king in the cyber security sector and to provide a 
turnover increase of several billion euros. In order 
to ensure the success, we need sufficient RDI in-
vestments and competence development through 
the establishment of an efficient cyber security 
competence cluster and research center.



7
Summary and final words
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The vision of the CyberSecFIN The vision of the 
CyberSecFIN cyber security ecosystem is to 

make Finland a globally recognized pioneer in 
cyber security business, research and competen-
ce as well as in the preparation for cyber threats. 
In this way, cyber security research and teaching, 
business innovations and the development of re-
lated technologies will be central sources of eco-
nomic growth and national competitive advantage 
in the future. 

In order to fully utilize the opportunities related to 
cyber security, we need comprehensive systemic 
solutions, in which all private and public actors 
carry out parallel actions. At the moment, Finland 
has no uniform national framework program or 
significant projects for the systematic develop-
ment of cyber security business or competence, 
or for maintaining existing competence.

In order to achieve the vision, the following 
goals have been set:

1. At the international level, Finland achieves a re-
putation as a pioneer in the cyber security bu-
siness by developing innovative cyber security 
solutions and services.

2.  A world-class cyber security competence clus-
ter is created in Finland through the cooperati-
on of research and educational institutions.

3.  Finland’s Cyber Security Research Centre is 
built through the cooperation of cyber security 

research institutes and units.
4.  Cyber security knowledge, learning and inno-

vation networks are created in Finland. Scien-
tific breakthroughs, innovations, technological 
development, increased productivity and na-
tional welfare are promoted with research and 
education.

The aim of the ecosystem is to help existing en-
terprises expand and deepen their business acti-
vities to new cyber security business areas. This is 
achieved through cooperation among companies, 
research and educational institutions as well as ot-
her players.

The implementation of the cyber security 
theme is divided into three stages: 

1. Stage 1 (2019–2020): a cyber security ecosys-
tem is organized and the activities are laun-
ched according to a strategic research plan

2. Stage 2 (2021–2024): the competence cluster’s 
activities are launched and established on a 
regular basis. Projects included in the strategic 
research plan are implemented based on the 
research results, prioritizing international mar-
kets. 

3. Stage 3 (2025–2029): the business projects are 
deepened and extended, and new initiatives 
are made.
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The funding of the ecosystem consists of the fun-
ding required for ecosystem administration and 
project preparation as well as of the cyber security 
project funding of Business Finland. The opera-
ting funding of the ecosystem for 2019–2021 to-
tals 600,000 euros. For the cyber security project 
funding in stages 1 to 2 (years 2019–2024), 75–100 
million euros are needed. In addition, 50 million 
euros will be reserved during stage 3 for a fol-
low-up program of the project program.

When successful, the ecosystem project program 
is estimated to double the number of staff wor-
king in the cyber security sector and to provide a 
turnover increase of several billion euros.
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